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In re application of: Masayuki HATANAKA et al. 

Serial Number: Not Yet Assigned 

(§ 371 of international application No. PCT/JPOO/05833) 

Filed: February 27, 2002 

For: RECORDING DEVICE 

STTRMTSSTON OF SUBSTITUTE PAGES FOR PCT ART. 19 A ND 34 AMENDMENTS 

AND PRELIMINARY AMENDMENT 

Commissioner for Patents 

Washington, D.C. 20231 February 27, 2002 

Sir: 

This application is the U.S. national stage under 35 USC § 371 of the above-identified 
international patent application. Please enter the attached substitute sheets for page 30 of the 
specification. The substitute sheets incorporate into the Enghsh language translation of the 
international appUcation amendments presented in the international stage under PCT Article 1 9 and 
/or PCT Article 34. 

IN THE CLAIMS : 

Please amend claims 11 and 12 as follows: 



1 1. (Amended) The device of claim 6, wherein when externally provided user information 
and said first user ID data match said control unit permits rewriting at least one of said first and 
second protection information. 



Masayuki HATANAKA et al. Docket No. 020233 

12. (Amended) The device of claim 6, wherein when said user information hold unit does 
not have said first user ID data registered therein said control unit permits rewriting at least one of 
said first and second protection information. 
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Masayuki HATANAKA et al. 



Docket No. 020233 
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The above amendment is submitted to place the specification and claims in substantially the 
same conditions as to the claims which have been amended under Article 34 in the international 
application- An English translation of the annexes of the PCX international preliminary examination 
report is enclosed. Early and favorable action is awaited. 

Attached hereto is a marked-up version of the changes made to the claims by the current 
amendment. The attached page is captioned '' Version with markings to show changes made. " 

hi the event there are any additional fees required, please charge our Deposit Account No. 



01-2340. 



Respectfully submitted, 



ARMSTRONG, WESTERMAN & HATTORI, LLP 




Atty. Docket No. 020233 
Suite 1000 
1725 K Street, N.W. 
Washington, D.C. 20006 
Tel: (202)659-2930 



William L. Brooks 



Reg. No. 31,898 



WLB/yap 



-Enclosures: Enghsh translation of the Annexes 
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VERSION WITH MARKINGS TO SHOW CHANGES MADE 

IN THE CLAIMS : 

11. (Amended) The device of claim 4 6, wherein when extemallyprovided user information 
and said first user ID data match said control unit permits rewriting at least one of said first and 
second protection information. 

12. (Amended) The device of claim 4 6, wherein when said user information hold unit does 
not have said first user ID data registered therein said control unit permits rewriting at least one of 
said first and second protection information. 
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Sir: 
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JC13Rec'dPCT/PT0 27 FEB 2002 



DESCRIPTION 



Recording Device 

5 

Technical Field 

The present invention relates to a configuration of a recording device 
functioning as a memory card or other similar recording media for storing 
information encrypted and distributed to a cellxilar phone or other similar 
10 terminals. 



Background Art 

In recent years the Internet and other similar information 
communication networks have advanced and a cellular phone or the hke is 
15 used for a personal terminal to allow the user to readily access network 
information. 

In such information communication a digital signal is used to 
transmit information. As such, if a user copies music, video information or 
the like transmitted on such an information communication network as 
20 described above, each individual user Ccui copy such information almost 

free of significant degradation in the quality of sound, image and the hke. 

Thus, if music information, image information or other similar works 
in copyright is transmitted on such an information communication network 
without any appropriate approach taken to protect the copyright, the 
25 copyright owner may have his/her right infringed significantly. 

However, prioritizing copyright protection and preventing content 
data distribution on a rapidly expanding digital information 
communication work, is disadvantageous to copyright owners, who 
basically can collect a predetermined copyright fee for copying copyrighted 
30 works. 

When an individual user receives music data or other similar 
copyrighted information distributed on such a digital information network 
as described above the user would record and thus hold the distributed 
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content data in some form of recording medium. 

Such a recording medium is for example a memory card or other 
similar, electrically data writable and erasable media. 

In this case if such distributed content data as music data can be 
5 transferred from the recording medium of interest to another recording 

medium, as desired, without the copyright owner's permission the copyright 
owner's right cannot be protected. 

Furthermore, if an individual other than a user having made 
payment in due course and thus received and stored distributed content 
10 data to a recording medium, can reproduce music data or the like from the 
recording medium or transfer and erase content data, as desired, the user's 
right would also not be protected. 

Disclosure of the Invention 

15 the present invention contemplates a recording device functioning as 

a medium recording data having a function to prevent individuals other 
than the user of interest from for example reproducing, transferring and 
erasing without permission the content data held in a recording medium 
having music data or other similar data of copjrrighted works stored therein. 

20 To achieve the above object the present invention provides a 

recording device detachably attachable to a reproduction apparatus 
reproducing and outputting encrypted content data, for receiving and 
recording the encrypted content data therein, including: a data 
input/output unit allowing external data communication; a first storage 

25 unit receiving the encrypted content data from the data input/output unit 
for storage; a user information hold unit holding first user data provided to 
identify a user of the recording device; a protection information memory 
unit holding protection information updatable in response to a result of 
comparing externally provided user information with the first user data, as 

30 externally instructed; and a control unit controlling an operation of the 

recording device, the control unit referring to the protection information to 
restrict external access to the encrjT)ted content data held in the first 
storage unit. 
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Preferably the control unit allows the user data to be changed when 
externally provided user information and the first user data match. 

In a distribution system of the present invention, content data 
received by an authorized user and stored to a memory by the user can be 
5 reproduced, erased and transferred only by the user to prevent the user 
fi-om being exploited by unauthorized, undue acts. 

Brief Description of the Drawings 
In the drawings: 

10 Fig. 1 is a schematic block diagram for illustrating a configuration of 

a cellular phone 100 serving as a terminal receiving information 
distributed; 

Fig. 2 is a schematic block diagram for illustrating a configuration of 
memory card 110 shown in Fig. 1; 
15 Fig. 3 shows a concept for schematically illustrating a general 

configuration of an information distribution system using a recording 
medium of the present invention; 

Fig. 4 lists characteristics of key data and the like for communication 
used in the Fig. 3 information distribution system; 
20 Fig. 5 is a schematic block diagram showing a configuration of the 

Fig. 3 music server 10; 

Fig. 6 is a flow chart for illustrating an operation distributing 
content data in the information distribution system of a first embodiment; 

Fig. 7 is a flow chart for illustrating a process reproducing music 
25 information from encrypted content data held in memory card 110; 

Figs. 8 and 9 are first and second flowcharts, respectively, for 
illustrating a process provided to transfer content data and key data 
between two memory cards; 

Fig. 10 is a flow chart for illustrating a process instructing to change 
30 the memory card 110 protection information or user ID data User-IDm; 

Fig. 11 is a flow chart for illustrating an operation reproducing 
content data Dc(i) of memory card 110 with protection information 
considered; 
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Fig. 12 is a flow chart for illustrating an operation erasing content 
data held in memory card 110; 

Fig. 13 is a flow chart for illustrating a flow of a process provided 
when a transfer process is effected with protection information considered; 
5 Fig. 14 is a flow chart for illustrating a process additionally writing 

data to a memory card acting as a receiving side in a transfer operation, 
with protection information considered; 

Fig. 15 shows a concept that memory card 110 receives content data 
distributed; 

10 Fig. 16 shows a concept provided when two memory cards 110 and 

112 are allowed to transfer reproduction information therebetween* 

Fig. 17 shows a concept provided when memory cards 110 and 112 
are disallowed to transfer reproduction information therebetween; 

Fig. 18 shows a concept provided when reproduction information is 
15 transferred, as controlled for each content data; and 

Fig. 19 shows a concept indicating when license information transfer 
is prohibited when reproduction information is transferred, as controlled 
for each content data. 

20 Best Modes for Carrjdng Out the Invention 

Hereinafter the embodiments of the present invention will be 
described with reference to the drawings. 
First Embodiment 

Configuration of Terminal (CeUular Phone) Receiving Distributed 

25 Data 

Fig. 1 is a block diagram for illustrating a configuration of a cellular 
phone 100 serving as a terminal receiving distributed data in an 
information distribution system emplosdng a recording medium of the 
present invention, 

30 As shown in Fig. 1, celltilar phone 100 includes an antenna 1102 

receiving a signal transmitted on a cellular phone network by wireless, a 
transmission and reception unit 1104 receiving a signal from antenna 1102 
and converting the signal to a baseband signal or modulating data of 
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cellular phone 100 and transmitting the modulated data to antenna 1102, a 
data bus BS2 allowing data communication between various components of 
cellular phone 100, a controller 1106 controlling an operation of cellular 
phone 100 via data bus BS2, a user ID hold unit 1107 holding user ID data 
5 User-IDh provided to identify the owner of cellular phone 100, a key pad 
1108 used to enter external instructions to cellular phone 100, a display 
1110 visually presenting to the user the information output from controller 
1006, an audio reproduction unit 1112 operating in a normal, conversation 
mode of operation to reproduce speech based on data received through data 
10 bus BS2, a connector 1120 allowing external data communication, and an 
external interface unit 1122 receiving data through connector 1120 and 
converting the data to a signal appUcable to data bus BS2 or receiving data 
through data bus BS2 and converting the data to a signal appHcable to 
connector 1120. 

15 Herein, the user ID data for example includes the telephone number 

of the cellular phone of the user or data set by the user, or data 
corresponding to a combination thereof. 

Cellular phone 100 further includes a detachably attachable memory 
card 110 storing thereto encrjT)ted content data supplied from a music 

20 server, a memory interface 1200 controlling data communication effected 
between memory card 110 and data bus BS2, a music reproduction unit 
1508 receiving encrypted content data from memory card 110 and a content 
key Kc decrypting the encrypted content data to reproduce music data, a 
mixer unit 1510 receiving an output of music reproduction unit 1508 and 

25 an output of music reproduction unit 1112 for selective output depending 
on the mode of operation of interest, a digital«analog conversion unit 1512 
receiving an output of mixer unit 1510 and converting the output to an 
analog signal for external output, and a connection terminal 1514 receiving 
an output of digital-analog conversion unit 1512 for connection for example 

30 to a headphone (not shown). 

It should be noted that to simplify the description Fig. 1 only shows 
blocks related to distribution and reproduction of music data stored in the 
recording medium of the present invention and the figure partially omits 



blocks related to the conversation function inherently provided to the 
cellvilar phone. 

Configuration of Memory Card 

Fig. 2 is a schematic block diagram for illustrating a configuration of 
5 memory card 110 shown in Fig. 1. 

Hereinafter, a private decryption key unique to memory card 1 10 
attached to cellular phone 100 is represented by a key Kmc(l) and that 
unique to a different memory card is represented by a key (Kmc)(n), 
wherein n represents a natural number. It should be noted that natural 

10 number n is provided to distinguish between memory cards. In other 
words, key Kmc(n) varies from memory card to memory card. 

Furthermore, correspondingly, a public encryption key KPmc(l) 
represents a public encryption key providing encryption decryptable with 
private decryption key Kmc(l), and asymmetric with respect to key Kjnc(l), 

15 i.e., plural in number for a single private decryption key Kjnc(l), and a 

public encrjrption key KPmc(n) similarly represents a pubHc encryption key 
providing encryption decryptable with private decryption key Kmc(n), and 
asymmetric with respect to key Kmc(n). 

With reference to Fig. 2, memory card 110 includes a data bus BS3 

20 communicating a signal with interface 1200 through a terminal 1202, a 
KPmc(l) hold unit 1405 holding public encr5nption key KPmc(l) and 
outputting the key to data bus BS3, an encryption unit 1414 encr5rpting 
input data with pubhc encryption key KPmc(n) transmitted from another 
memory card through terminal 1202 and data bus BS3, a Kmc(l) hold unit 

25 1415 holding private decryption key Kmc(l), a decryption unit 1416 

receiving data from data bus BS3 to effect decryption depending on private 
decr5T)tion key Ejnc(l) received from Kmc(l) hold unit 1415, a controller 
1420 controlling an operation of memory card 110, and a memory 1412 
receiving distributed, encrypted content data [Dc(i)]Kc(i) and encr5T>ted 

30 content key and Ucense information data [Kc(i), License(i)] Kmc(l) through 
data bus BS3 and storing and thus holding them therein. Memory 1412 is 
a so-called semiconductor memory and for example it can for example be a 
flash memory corresponding to a non-volatile memory, although it is not 
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limited thereto. 

Herein a symbol [X]Y represents data X that is encrypted through an 
encryption decryptable with a decryption key Y. 

Memory card 110 further includes a user ID hold unit 1530 holding 
5 user ID data corresponding to information of the user of memory card 110, 
a first protection information memory unit 1520 holding protection 
information for memory card 110, a data bus BS5 transmitting for example 
to encryption unit 1414 and control 1420 the decrypted data output from 
decryption unit 1416, a Ucense information memory unit 1500 holding 
10 Hcense information data License(i) corresponding to content data Dc(i) and 
indicative of information of a reproduction right such as a limit imposed on 
the number of times of reproduction of the content data, the ownership of 
the content data and the like, and a second protection information memory 
unit 1540 holding content protection information set for each content data 
15 Dc(i), wherein i represents a natural number. 

It should be noted that in the aforementioned configuration, the 
natural number i for example of content data Dc(i), content key data Kc(i) 
and Ucense information data License(i) represents that the data vary for 
each content data. 

20 Furthermore in Fig. 2 the region surrounded by a solid line is 

assumed to be incorporated in memory card 110 at a module TRM disabling 
reading for example of data in a circxiit internal to the region for any third 
party for example when the memory card is externally, unduly opened as 
internal data is erased or internal circuitry is destroyed. 

25 Such a module is generally referred to as a tamper resistance module. 

Of course memory 1412 may also be incorporated into module TRM, 
although the Fig. 2 configuration, with memory 1412 holding data all 
encrs^pted, prevents a third party simply having the data in memory 1412 
from reproducing music data or other similar content data. Thus it is not 

30 necessary to provide memory 1412 internal to an expensive tamper 

resistance module, which advantageously reduces the production cost. 

Herein when in memory card 110 memory 1412 continues to hold 
content data and additional, different content data is additionally recorded 
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the additional different content data is "additionally recorded", and when 
content data or the like in memory 1412 in memory 1412 is erased or 
rendered reproducible, the data is "erased." 

The Table 1 below represents a relationship between statuses of 
"additional recording" and "medium erasure" flags held in the first 
protection information memory unit 1520 of Fig. 2 for controlling the 
aforementioned "additional recording" and "erasure" operations, and 
statuses in operation of the memory card corresponding thereto. 

Table 1 



Management per medium 



^"""-^•----.^.^^^ value 
protection inlo""'-"----,^^ 


1 


0 


additionally 
recording flag 


additionally 
recordable 


additional recording 
prohibited 


medium erasure flag 


erasable 


erasure prohibited 



More specifically, if the first protection information memory unit 
1520 holds the additionally recording flag of "1" the flag indicates a 
permission to write additional, new content data in addition to content data 
held in memory 1412, and the additionally recording flag of "0" prohibits 
the additionally recording operation. 

If the first protection information memory unit 1520 holds the media 
erasure flag of "1" then in memory card 110 data held in memory 1412 may 
be erased in response to an external instruction, and the media erasure flag 
of "0" completely prohibits the erasure operation. 

Furthermore in memory card 110 the second protection information 
memory unit 1540 holds protection information used to control processing 
each content data in memory 1412 in response to an external instruction, 
as controlled by controller 1420. 

Hereinafter, a reproduction process for each content data will be 
specifically referred to as "content reproduction" and an erasure operation 
for each content data will be specifically referred to as "content erasure." 



Table 2 represents a relationship between data held in the second 
protection information memory unit 1540 and a status of control provided 
by controller 1420 of memory card 110. 

5 Table 2 



Management per coni 


:ent data 


^""■^^"--..-^^.^^^^ value 
protection info^"^""-*--...^ 


1 


0 


content reproduction 
flag 


reproducible 


reproduction 
prohibited 


content erasure flag 


erasable 


erasure prohibited 



* ) reproducible if user ID of cellular phone is identical 



More specifically, if the second protection information memory unit 
10 1540 holds the content reproduction flag of "1" held for each content data 
the corresponding content data is reproducible, and the content 
reproduction flag of "0" in principle prohibits reproduction of the content 
data of interest. 

It should be noted, however, that as will be described hereinafter, if 
15 the content reproduction flag is "0" and the user ID data of cellular phone 
110 and that of a memory card match, the reproduction operation is 
allowed for the content data of interest. 

If the second protection information memory unit 1540 holds the 
content erasure flag of "1" held for each content data the erasure operation 
20 is allowed for the content data of interest, and the content erasure flag of 
"0" prohibits the erasure operation for the content data of interest. 

The protection information previously set for each memory card and 
each content data can prevent any other individual than an authorized 
user from processing the content data in memory card 110, as desired, 
25 which can protect content data purchased by the user of the memory card of 
interest in exchange of payment corresponding thereto. 

General Configuration of Distribution System 

Fig. 3 shows a concept for schematically illustrating a general 
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configuration of an information distribution system using a recording 
medium of the present invention. 

Note that hereinafter will be described by way of example a 
configuration of a data distribution system distributing digital music data 
5 to each user on a cellular phone network, although as will be apparent from 
the following description, the present invention is not limited thereto and it 
can also be used in any applications distributing data of information of 
other types of copyrighted work, e.g., data of cop jrrighted works such as 
image data, for example to a memory and then accessing such data. 

10 Furthermore, data can also be distributed in manners other than 

cellular phone networks and for example it may be distributed on other 
types of information communication network or a user may purchase 
content data from a content data bending machine on the street through an 
interface of his/her cellular phone or receive directly with the memory card 

15 the data purchased from the bending machine so as to obtain the data of a 
copyrighted work. 

Furthermore, equipment reproducing encrj^ted content data may be 
reproduced by equipment other than a cellular phone and it may be 
reproduced for example by a dedicated reproduction device corresponding to 

20 the memory card described above. 

With reference to Fig. 3, copyrighted music information is managed 
by a distribution server 10, which encrjrpts music data, (hereinafter also 
referred to as content data) in a predetermined encryption system and 
provides such encrypted content data to a cellular phone company 20 

25 corresponding to a distribution carrier distributing music data. An 

authentication server 12 effects an authentication process to determine 
whether a user accessing the server for distribution of music data is an 
authorized user. 

Cellular phone company 20 relays a request for distribution from 
30 each user to distribution server 10 on its cellular phone network. When 
distribution server 10 receives the request it confirms via authentication 
server 12 whether the user is an authorized user and if so then it encrypts 
the requested music information and then distributes content data to the 
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user's cellular phone on a cellular phone network of cellular phone 
company 20. 

In Fig. 3, for example a cellular phone user 1 has cellular phone 100 
having memory card 110, as has been described with reference to Fig. 2, 
5 detachably attached thereto to receive encrj^ted music data received by 

cellular phone 100 and encrjTpt encryption effected for the aforementioned 
transmission and then provide the decrypted data to a music reproduction 
unit (not shown) internal to cellular phone 100. 

Furthermore, for example user 1 can Hsten to such reproduced music 
10 data for example through a headphone 120 connected to cellular phone 100. 

Hereinafter, such distribution server 10, authentication server 12 
and distribution carrier (cellular phone company) 20 will generally be 
referred to as a music server 30. 

Furthermore, when music server 30 transmits music information for 
15 example to each cellular phone terminal the server "distributes" the 
information. 

Thus, if a user is not an authorized user having purchased memory 
card 110 the user can hardly receive and reproduce data distributed from 
music server 30. 

20 Furthermore, if whenever distribution carrier 20 for example 

distributes one piece of music data it increments the frequency in 
distribution of the piece and the copyright loyalty incurred whenever a user 
receives data of a copyright work is charged by distribution carrier 20 in 
the form of a telephone bill for the cellular phone of interest and thus 

25 corrected, the copyright owner can readily collect the loyalty. 

Furthermore, data of a copyrighted work can be distributed in a 
closed system in the form of a cellular phone network and its copyright can 
be protected more readily than in an open system such as the Internet. 
In this scenario, for example, it is possible for a user 2 having a 

30 memory card 112 to use his/her cellular phone 102 to directly receive music 
data distributed from music server 30. However, if user 2 receives from 
music server 30 music data or the like having a relatively large amount of 
information, the reception may require a relatively long period of time. It 
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would be more convenient for users if music information can be copied from 
user 1 having received the music data of interest distributed from the 
server. 

In the Fig. 3 example, music data received by user 1 is "transferred" 
5 when the music data is copied for user 2 together with the exact digital 

music data and information required to allow the music data of interest to 
be reproducible. Since user 1 allows user 2 to copy the music data 
together with information required for reproduction, or reproduction 
information, once the information has been transferred user 1 must be 
10 disallowed to reproduce the music data. Herein, the "reproduction 
information," as will be described hereinafter, refers to a content key 
capable of decrypting content data encrypted in the aforementioned, 
predetermined encryption system, and license information such as license 
ID data and user ID data serving as information related to copyright 
15 protection. 

In contrast, when music data (content data) alone that is encrypted 
is copied for user 2, the music data is "repUcated." 

In this case, the user 2 terminal does not receive copied reproduction 
information reqxiired for reproducing content data, and user 2 simply 
20 having content data cannot reproduce music information. As such, if user 
2 desires to reproduce music information, the user needs to furthermore 
receive from music server 30 the reproduction information allowing content 
data to be reproducible. In this case, however, the user only requires 
receiving the information allowing the data to be reproducible and user 2 
25 can reproduce music with much shorter a temporal period of call than when 
the user directly receives all information from music server 30. 

For ex£unple if cellular phones 100 and 102 are personal handy 
phones (PHSs) they allow a phone call in a so-called transceiver mode and 
such a function can be used to collectively shift (move) information from 
30 user 1 to user 2 or transfer (repUcate) only content data. 

Configuration of Encryption/Decryption Key 

Fig. 4 lists characteristics of key data and the like for communication 
used in the Fig. 3 information distribution system. 
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Initially in the Fig. 3 configuration memory card 1 10 internally 
process data, as managed with a public encryption key KPmc(n) varying for 
each memory card and a private decryption key Kmc(n) used to decrypt 
data encrypted with pubHc encryption key IQPmc(n). 
5 Note that the natural number n as represented in keys Kmc(n) and 

KPmc(n) represents a number employed to distinguish each memory card. 

Thus when a memory card communicates distributed data the two 
encryption keys Kjnc(n), KPmc(n) are used, as will be described hereinafter. 

Furthermore a memory card holds user ID data User-IDm used to 
10 identify the user of the memory card, and a cellular phone holds user ID 
data User-IDh used to identify the user of the cellular phone. 

Furthermore, for data to be distributed, initially there exist a 
symmetric key Kc (hereinafter referred to as a license key) used to encrypt 
music data (content data) itself, and symmetric key Kc is used to decrypt 
15 encrypted content data. Furthermore, the aforementioned license 
information includes a management code capable of determining the 
content data of interest, license information data License(i) including 
information for example of a limit imposed on frequency of reproduction, 
and the like. 

20 Thus, Hcense ID data can include information that can be used to 

exert control for protecting a copyright of a copyright owner and user ID 
data can be used to exert control for protecting a user having received 
distributed content data with authorization, e.g., preventing distributed 
content data from being erased without the user*s permission. 

25 In distributed data, content data Dc for example is music information 

data, as has been described above, and content data decrjrptable with 
Hcense key Kc will be referred to as encrj^ted content data pDc]Kc. 
Configuration of Distribution Server 10 

Fig. 5 is a schematic block diagram showing a configuration of the 
30 Fig. 3 distribution server 10, 

Distribution server 10 includes a distribution information database 
304 holding music data (content data) encrypted in a predetermined system, 
license ID data and other similar distribution information, an account 
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database 302 holding account information for each user in accordance with 
the user's frequency of accessing music information, a data processing unit 
310 receiving data from distribution information database 304 and account 
database 302 through data bus BSl for a predetermined encryption, and a 
5 communication unit 350 allowing data communication between distribution 
carrier 20 and data processing unit 310 on a communication work. 

Data processing unit 310 includes a distribution control unit 312 
operative in response to data on data bus BSl to control an operation of 
data processing unit 310, and an encryption unit 320 receiving a pubUc 
10 encryption key KPmc(n) transmitted from a memory card n on a cellular 
phone network and received by communication unit 350, and receiving 
encrypted content data from distribution control unit 312 and encrypting 
the data with public encryption key KPmc(n) and outputting the data to 
data bus BSl. 

15 Communication unit 350 thus transmits content data encrypted by 

encrjrption unit 320, for example to cellular phone network 100 via a 
communication network, distribution carrier 20 and a cellular phone 
network, as will be described hereinafter. 

Distribution Process in the First Embodiment (Without Protection 
20 Information) 

Fig. 6 is a flow chart for illustrating an operation distributing 
content data in the information distribution system described with 
reference to Figs. 1,2,3 and 5. 

Fig. 6 illustrates an operation effected when user 1 using memory 
25 card 110 receives music data distributed from music server 30. 

Initially when the distribution operation starts, user 1 of cellular 
phone 100 for example operates a key on a keyboard 1108 to issue a request 
for distribution (step SlOO). 

When distribution server 30 receives the request from cellular phone 
30 100, distribution server 30 requests cellular phone 100 to transmit public 
encryption key KPmc(l) (step S102). 

When cellular phone 100 receives from distribution server 30 the 
request to transmit pubHc encrj^tion key KPmc(l) (step S104), the cellular 
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phone transfers the request to card 100, which responsively outputs public 
encryption key KPmc(l) to cellular phone 100 (step S106). 

When cellular phone 100 receives key data KPmc(l) from memory 
card 110, the cellular phone transmits the data to server 30 (step S108). 
5 When distribution server 10 receives key KPmc(l) from cellular 

phone 100 (step Si 10), distribution server 10 produces license information 
data License based on information received from distribution information 
database 304 (step Si 12). 

Subsequently, distribution server 30 obtains content data encrypted 
10 by content key Kc, or encrypted content data [Dc]Kc, firom distribution 
information database 304 (step Si 14). 

Distribution server 30 then transmits encrypted content data [Dc]Kc 
to cellular phone 100 (step Si 16). 

When cellular phone 100 receives encrypted content data [Dc]Kc 
15 (step Si 18), the ceUidar phone transfers the data to memory card 110 

which in turn stores encr5T)ted content data [Dc]Kc to memory 1412 as it is 
(steps 120). 

Meanwhile, server 30 obtains content key Kc from the distribution 

information database (step S122) and uses public encryption key KPmc(l) 
20 transmitted from memory caxd 1 10 to encrypt content key Kc and license 

information data License to produce data [Kc, License]Kjnc(l) (step S124). 
From distribution server 10 to cellular phone 100 data [Kc, 

License]Kmc(l) is transmitted (step S126) and when the data is received by 

cellular phone 100 (step S128) memory card 110 receives data [Kc, 
25 License] Kmc(l) from cellular phone 100 and stores the data to memory 

1412 (step S130). 

Then memory card 110 uses private decr5T)tion key Kmc(l) to 

decrypt data [Kc, License]Kmc(l) and stores extracted license data License 

to Hcense information memory unit 1500 (step S132). 
30 When Ucense information data License is completely stored in license 

information memory unit 1500, cellular phone 100 responsively signals to 

distribution server 30 that the distribution of interest has been received 

(step S134). 
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When server 30 is signaled to that the distribution has been received 
(step S136), server 30 records distribution information in the account 
database (step S138). 

Thus, server 30 distributes content data, license information data 
5 License and content key Kc to memory card 110. 

Reproduction Process in the First Embodiment (Without Protection 
by Protection Information) 

Fig. 7 is a flow chart for illustrating a reproduction process in 
cellular phone 100 for decrypting music data from encrjrpted content data 
10 held in memory card 100, and externally outputting the data as music. In 
the following will initially be described a flow of a process without such 
production information as described above protecting the reproduction 
process. 

Note that hereinafter, decrjT)tion of encrypted data, i.e., data having 
15 recovered to have its original form will be referred to as "plaintext data." 

With reference to Fig. 7, when the reproduction process starts, user 1 
of cellular phone 100 initially enters an instruction for example via 
keyboard 108 to output to memory ca rd 110 a request for reproduction 
(step S200). 

20 In card 1 10 the request is responded by controller 1420 determining 

from Hcense information data held in hcense information memory unit 1500 
whether the request is issued for decrs^table data (step S200) and if 
controller 1420 determines that data is reproducible then hcense 
information data [Kc, LicenseJKmc (1) in memory 1412 is decrypted with 
25 private decryption key Kmc(l) (step S204). 

If controller 1420 determines that data is not reproducible then the 
process ends (step S216). 

When data is determined to be reproducible and in card 110 data [Kc, 
License] Kmc(l) in memory 1412 is decrypted and content key Kc is thus 
30 extracted (step S204), card 110 outputs content key Kc to cellular phone 
100 (step S206). 

When cellular phone 100 receives content key Kc (step S208), 
memory card 1 10 subsequently outputs to cellular phone 100 encrjT)ted 
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content data [Dc]Kc stored in memory 1412 (step S210). 

In cellular phone 100 music reproduction unit 1508 uses content key 
Kc received from memory card 100 to decrypt encrypted content data 
[Dc]Kc to generate plaintext music data (step S212). 
5 Music reproduction unit 1508 provides an output which is in turn 

transmitted via mixer unit 1510 to digital- analog conversion unit 1512 
which reproduces plaintext music data in the form of an analog music 
signal and outputs it (step S214) and the reproduction process thus ends 
(step S216). 

10 Thus, there is provided music reproduction process using an 

encryption content key distributed from distribution server 10 to memory 
card 110. 

Transfer Process in the First Embodiment (Without Protection by 
Protection Information) 
15 Figs. 8 and 9 are a flow chart for illustrating a process transferring 

content data and key data between two memory cards. 

Figs. 8 and 9 will also be initially referenced to describe the process 
without protection provided by protection information. 

Initially, a ceUular phone 102 is a transmitting side and cellular 
20 phone 100 is a recipient side for the sake of illustration. Furthermore, 

cellular phone 102 also has attached thereto a memory card 112 similar in 
configuration to memory card 110 for the sake of illustration . 

When the transfer operation starts, a user 2 of cellular phone 102 for 
example operates key pad 1108 to issue a request to transfer data (step 
25 S300) and from ceUular phone 102 to cellular phone 100 a request to 
transmit public encryption key KPmc(l) is transmitted (step S302). 

When cellular phone 100 receives the request to transmit public 
encryption key KPmc(l) (step S304), memory C2ird 110 responsively outputs 
public encryption key KPmc(l) (step S306). 
30 Cellular phone 100 receives public encryption key KPmc(l) from 

memory card 110 and outputs the key to cellular phone 102 (step S308) and 
when cellxilar phone 102 receives key KPmc(l) (step S3 10) cellular phone 
102 transfers the key to memory card 112. 
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When memory card 112 receives key data. KPmc(l) (step S3 12), 
memory card 112 outputs to cellular phone 102 encrypted content data 
[Dc]Kc stored in its memory 1412 (step S3 14). 

Cellular phone 102 transmits encrj^ted content data [DcJKc to 
5 cellular phone 100 (step S3 16) and when the data is received by cellular 
phone 100 (S3 18) the transferred, encrypted content data [Dc]Kc is stored 
by memory card 110 to memory 1412 of memory card 110 (step S320). 

Then in memory card 112 encrypted license information data [Kc, 
License]Kmc(2) in memory 1412 or the memory card is decrypted with 
10 private decryption key Kmc(2) (step S322). 

Then memory card 112 uses the memory card 110 pubhc encrjrption 
key KPmc(l) transmitted from memory card 110 to encrjrpt content data Kc 
and license information data License to generate data [Kc, License]Kmc(l) 
(step S324) and output the generated data to ceUular phone 102 (step S326), 
15 Then with reference to Fig. 9 ceUular phone 102 transmits encrypted 

data [Kc, License]Kmc(l) to ceUular phone 100 (step S328) and ceUular 
phone 100 receives the data (step S330), and memory card 110 receives 
transferred data [Kc, License]Kmc(l) (step S332). 

Then memory card 110 stores received data [Kc, License]Kmc(l) 
20 thereto at memory 1412 (step S334) and then uses private decryption key 
Kmc(l) to decrjrpt the data and store extracted Ucense information data 
License to Ucense information memory unit 1500 (step S336). 

When in memory card 110 Ucense information data License is 
completely stored to Ucense information memory unit 1500, ceUular phone 
25 100 signals to ceUular phone 102 that the distribution of interest has been 
received (step S338) and when ceUular phone 102 is signaled to accordingly 
(step S340), in memory card 112 at Ucense information memory unit 1500 
Ucense information data License is erased (step S342). 

When in memory card 112 Ucense information data License has been 
30 completely erased (step S342) and user 2 also confirms via ceUular phone 
102 on key pad 1108 whether to erase data stored in memory card 112 at 
memory 1412 (step S344), subsequently in memory card 112 controUer 1420 
determines whether to erase the data in the memory (step S346) and if in 
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step S344 erasure of data in memory 1412 has been confirmed then in 
memory card 112 at memory 1412 data [Dc]Kc and [Kc, License]Kmc(2) are 
erased (step S348) and the process thus ends (step S350). 

If data erasure firom memory is not permitted (step S346), the 
5 process ends as it is (step S50). 

If data erasure in memory is not permitted, with memory card 112 
including license information memory unit 1500 having Hcense information 
data License erased therefirom, memory card 1 12 coxild not reproduce 
encrypted content data |T)c]Kc without receiving new content key data Kc 
10 and license information data License from server 30 and holding license 
information in hcense information memory unit 1500. 

Process Changing User ID, Protection Information 

Fig. 10 is a flow chart for illustrating a process for an instruction to 
change protection information of memory card 110 of the present invention 
15 (a medium erasure flag, an additionally recording flag, a content 

reproduction flag and a content erasure flag) or user ID data User-IDm. 

Initially when the process starts, the user of cellular phone 100 for 
example operates key pad 1108 to enter an instruction to change protection 
information or user ID data (step S400). 
20 Then the control determines whether a memory card has user ID 

data registered therein (step S402) and if so then in memory card 1 10 
controller 1420 obtains from user ID hold unit 1107 of cellular phone 100 
user ID data User-IDh registered in cellular phone 100 (step S404). 

Then controller 1420 compares the value of user ID data User-IDh 
25 registered in cellular phone 100 and user ID data User-IDm registered in 
the memory card at user ID hold unit 1520 (step S406) and if they match 
then protection information or a user ID is changed (step 408) and the 
process thus ends (step S412). Herein, changing user ID data may be 
rewriting registered user ID data from a value to a different value or it may 
30 be erasing the value of registered user ID data. Furthermore, if more than 
one user ID can be registered, further user ID data may be added. 

Furthermore, in this case, changing protection information may be 
changing management data per medium in the first protection information 
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memory unit 1520 or it may be changing each management unit per 
content data in the second protection information memory unit 1540. 

If in step S402 the memory card does not have a user ID registered 
therein then without comparing with user ID information registered in the 
5 cellular phone, controller 1420 changes protection information or user ID 
data (step S408) and the process thus ends (step S412). 

If in the memory card a user ID is registered and at step S406 the 
cellular phone's user ID and the memory card's user ID do not match then 
controller 1420 notifies cellular phone 100 that changing protection 
10 information or user ID data is disallowed (step S410) and the process thus 
ends (step S412). 

CeUular phone 100 accordingly notified notifies the user accordingly 
for example on display 1110. 

Reproduction Process (with Protection Information Considered) 

15 Fig. 1 1 is a flow chart for illustrating an operation of memory card 

1 10 with protection information taken into consideration when an 
instruction is issued to reproduce content data Dc(i) of the memory card of 
the present invention, as compared with Fig. 7 showing the operation of the 
memory card without protection information considered. 

20 When the process starts, the user of cellular phone 100 for example 

operates a key on key pad 1108 to enter an instruction to reproduce content 
data Dc(i) of a plurality of content data (step S500). 

Natural number i distinguishes between a plurality of music data 
recorded in a memory card. 

25 In memory card 110 controller 1420 in response to the instruction 

confirms content of Hcense information data License(i) corresponding to 
content data Dc(i) held in license information memory unit 1500 (step 
S502). For example if license information data License(i) has a value 
applied to limit frequency of reproduction and a value falls within the 

30 Hmited range then a determination is made that data is reproducible and 
the control moves onto a subsequent process step. 

If license information data License(i) designates disallowance of 
reproduction then controller 1420 notifies ceUidar phone 100 accordingly 
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(step S512) and the process thus ends (step S520). 

If data is determined to be reproducible then controller 1420 inquires 
the second protection information memory unit 1540 about protection 
information per content data for content data Dc(i) to confirm a value of a 
5 content reproduction flag (step S504). If the content reproduction flag is 
set in a status allowing content data Dc(i) to be reproduced then controlled 
by controller 1420 decryption unit 1416 decrsTpts encrypted data [Kc(i), 
License(i)]Kinc(l) in memory 1412 with private decryption key Kmc(i) (step 
S514). 

10 Thus content key Kc(i) is decrypted and extracted and output to 

cellular phone 100 and thus received by music reproduction unit 1508 (step 
S516). 

Furthermore from memory 1412 encrypted content data [Dc(i)]Kc(i) 
is output to cellular phone 100 and thus received by music reproduction 
15 unit 1508 (step S1518) and the process thus ends (step S520). 

If at step S504 the content reproduction flag has a level indicating 
that reproduction is prohibited then a determination is made whether in 
user ID hold unit 1520 a user ID is registered (step S506) and if not then 
the control moves onto step S514 and content key data Kc(i) is deer jrp ted 
20 and extracted and encrypted content data [Dc(i)]Kc(i) is output. 

By contrast, if in user ID hold unit 1520 a user ID is registered then 
controller 1420 obtains user ID data of cellular phone 100 from user ID 
hold unit 1107 of cellular phone 100 (step S508) and determines whether 
user ID data User-IDh registered in cellular phone 100 and user ID data 
25 User-IDm registered in the memory card match in value (step S510). 

If the user ID of cellular phone 100 and that of memory card 100 
match then the control moves onto step S504 and a content key is extracted 
and encrypted content data is output. 

If the user ID of cellular phone 100 and that of memory card 110 fail 
30 to match (step S510) then controller 1420 notifies cellular phone 100 that 
reproduction is disallowed (step S512) at the process thus ends (step S520). 

Thus, for each content data, license information data can be used for 
copyright protection and user ID data and protection information can be 
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used for user protection and in addition thereto content data (music data) 
can be reproduced. 

Erasure Process 

Fig. 12 is a flow chart for illustrating an operation erasing content 
5 data held in memory card 1 10. 

The process starts and the user of cellular phone 100 for example 
operates key pad 1108 to issue an instruction to erase content data Dc(i) 
(step S600). Initially in memory card 110 controller 1420 confirms a value 
of a medium erasure flag in the first protection information memory unit 

10 1520 recording protection information for memory card 110 (step S602). 

If the medium erasure flag indicates that erasure is allowed then the 
control moves onto a subsequent step and if the flag indicates that erasure 
is prohibited then controller 1420 notifies cellular phone 100 that erasure is 
disallowed (step S610) and the process thus ends (step S612). 

15 If the medium erasure flag indicates that erasure is allowed then 

controller 1420 inquires of the second protection information memory unit 
1540 about protection information per content data for content data Dc(i) 
erasure of is which instructed, and controller 1420 confirms a value of the 
content erasure flag (step S604). 

20 If the content erasure flag indicates that erasure of content data 

Dc(i) is allowed then the control moves onto a subsequent step. If the flag 
indicates that erasure of the data is prohibited then controller 1420 notifies 
cellular phone 100 that erasure is disallowed (step S610) and the process 
thus ends (step S612). 

25 If the content erasure flag indicates that erasure of content data 

Dc(i) is allowed then controller 1420 erases hcense information data 
License(i) corresponding to content data Dc(i) stored in Hcense information 
memory unit 1500 (step S606) and erases encrjrpted content data 
[Dc(i)]Kc(i) corresponding to the content data held in memory 1412 and the 

30 corresponding encrypted content key and encrypted license information 
data [Kc(i), License(i)]Kmc(l) (step S608) and the process thus ends (step 
S612). 

Thus, whether an erasure operation can be provided can be 
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designated for each memory card and whether an erasure operation is 
allowed can also be designated for each content data in accordance with 
protection information. This can prevent content data in memory 1412 
from being erased without permission of a user having received the content 
5 data distributed. 

Transfer Process (on the side outputting content data with protection 
information considered) 

Fig. 13 is a flow chart for illustrating a transfer process with 
protection information taken into consideration when memory card 112 is a 
10 source of content data to be transferred, as compared with the process in 
card 112 described with reference to Figs. 8 and 9. 

When the process starts, the user of cellular phone 102 initially for 
example operates key pad 1108 to enter an instruction to transfer content 
data Dc(i) (step S700) and subsequently in memory card 112 controller 
15 1420 initially inquires protection information per medium registered in the 
first protection information memory unit 1520 and confirms a value of a 
medium erasure flag (step S702). 

If the medium erasure flag indicates that erasure is allowed then the 
control moves onto a subsequent step and if the flag indicates that erasure 
20 is prohibited then in memory card 112 controller 1420 notifies cellular 

phone 102 that transfer is disallowed (step S720) and the process thus ends 
(step S722). 

If the medium erasure flag indicates that erasure is allowed (step 
S720) then in memory card 112 controller 1420 inquires of the second 
25 protection information memory unit 1540 about protection information per 
content data for content data Dc(i) and confirms a level of the content 
erasure flag (step S704). 

If the flag indicates that erasure of content data Dc(i) is prohibited 
then controller 1420 notifies cellular phone 102 that transfer is disallowed 
30 (step S720) and the process thus ends (step S722). 

If the content erasure flag indicates that erasure is allowed then in 
memory card 112 controller 1420 obtains public encryption key KPmc(l) 
from KPmc(l) hold unit 1405 (step S706) and then outputs to a destination 
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memory card 110 via cellular phone 100 encrypted content data [Dc(i)]Kc(i) 
stored in memory 1412 (step S708). 

Then in memory card 112 controller 1420 controls decryption unit 
1416 to decrypt data [Kc(i), License(i)]Kmc(2) in memory 1412 with its 
private decryption key Kmc(2) (step S710). 

Furthermore in memory card 1 12 controller 1420 controls encryption 
unit 1414 to encrypt the decrypted content data and license information 
data with public encryption key KPmc(l) transmitted by the destination 
memory card 110 for the destination memory card 110 to generate data 
[Kc(i), License(i)]Kmc(l) and output it via cellular phone 102 to the 
destination memory card 110 (step S712). 

Then in memory card 112 controller 1420 erases license information 
data License(i) corresponding to content data Dc(i) held in license 
information memory unit 1500 (step S714). 

Subsequently in memory card 112 controller 1420 asks the user for 
example via the display of cellular phone 102 whether to erase data stored 
in memory 1412 and if the user enters an instruction for example via key 
pad 1108 to erase the data (step S716) then in memory 1412 (step S718) 
encrjTpted content data pDc(i)]Kc(i) and an encrypted content key and 
license information data are erased and the process thus ends (step S722). 

If the user does not enter an instruction to erase the data stored in 
memory 1412 then the process ends without erasing encrjrpted content data, 
encrypted content key data and hcense information data stored in memory 
1412 (step S722). 

As has been described for collective transfer of content data, while in 
memory 1412encrypted content data is not erased, in license information 
memory unit 1500 the license information data corresponding to content 
data Dc(i) of interest has been erased and memory card 110 thus cannot 
reproduce the content data. 

Thus, protection information can be referenced for each content data, 
while content data can be transferred from source memory card 112 to 
destination memory card 110. 

Distribution and Transfer Process (on content data recipient side 
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with protection information considered) 

Fig. 14 is a flow chart for illustrating a process additionally recording 
content data to memory card 110 for example acting as a recipient in a 
transfer operation with protection information considered, as compared 
5 with the process in card 110 as described with reference to Figs. 8 and 9. 

If content data is additionally recorded, the content data that is 
transferred between memory cards may be received, as has been described 
previously, or it may be received from distribution server 10 on a cellular 
phone network, or the content data may be written directly to a memory 
10 card via a content data vending machine installed on the street. 

When the process starts, user 2 of cellular phone 102 for example 
operates key pad 1108 to issue an instruction to memory card 110 to 
transfer (record) content data Dc(i) (step S800). 

Subsequently in memory card 110 controller 1420 refers to the first 
15 protection information memory unit 1520 for protection information per 

medium to confirm a level of an additionally recording flag (step S802). If 
additional recording is prohibited then controller 1420 notifies cellular 
phone 100 that transfer is disallowed (step S816) and the process thus ends 
(step S818). The notification that transfer is disallowed is further 
20 transmitted from cellular phone 100 to cellular phone 102. 

If the additionally recording flag indicates that additional recording 
is allowed then memory card 110 outputs from KPmc(l) hold unit 1405 
pubHc encryption key KPmc(l) for memory card 110 to a source of data to 
be transferred to be additionally recorded, or memory card 112, (step S804) 
25 and receives encrypted content data [Dc(i)]Kc(i) from the source and stores 
the data to memory 1412 (step S806). 

Subsequently memory card 110 receives from the source via cellular 
phone 100 content key data and license information data encrj^ted with 
public encrj^tLon key KPmc(l) for memory card 110 [Kc(i), 
30 License(i)]Kmc(l) and stores the data to memory 1412 (step S806). 

Subsequently controller 1420 controls decryption unit 1416 to 
decr3T>t the content key data and license information data in memory 1412 
with private decryption key Kmc(l) (step S812) and stores the decrypted 
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license information data License(i) to license information memory unit 1500 
(step S814) and the process thus ends (step S818). 

Thus, content data can be additionally recorded per content data. 

More specifically, first, a memory card can hold user ID data User- 
5 IDm while a cellular phone can hold user ID data User-IDh. As such, if 
the user of the memory card and that of the cellular phone do not match, 
protection information, user ID data User-IDm and the Hke cannot be 
changed and any user properly purchasing content data can thus be 
protected. 

10 Second, in reproduction, transfer and erasure processes, protection 

information set by a user can prevent content data from being reproduced 
or erased or transferred to another memory card without permission of the 
authorized purchaser of interest. 
Second Embodiment 

15 In the first embodiment, if the user of a memory card and that of a 

cellular phone do not match, protection information, user ID data User-IDm 
and the Hke cannot be changed, and furthermore in reproduction, transfer 
and erasure processes, protection information set by a user can prevent 
content data from being reproduced, erased and/or transferred to another 

20 memory card without permission of the authorized purchaser of interest. 

In a second embodiment, transfer or erasure of license information 
corresponding to content data is prohibited to Umit transfer of the content 
data when user ID data of a memory card and that of a cellular phone 
having the memory card attached thereto do not match. 

25 Initially, as has been described in the fiirst embodiment, user ID data 

User-IDm is recorded in memory card 110 at user ID hold unit 1520 and 
also in cellular phone 100 user ID hold unit 1107 has user ID data User- 
IDh recorded therein for the sake of illustration. 

Fig. 15 shows a concept that cellular phone 100 thus configured with 

30 memory card 1 10 attached thereto receives content data distributed via 

distribution server 10 and distribution carrier (cellular phone company) 20. 

In the Fig. 15 configuration, reproduction information Read(i) for ith 
content data Dc(i) is a combination of content decryption key Kc(i), license 
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ID data License-ID(i) and user ID data User-ID(i) indicating a user when 
content data distributed is received. 

Herein, user ID data User-ID(i) corresponding for each content data 
and included in license information has a value of ID data User-IDh 
5 transferred when the content data is distributed. 

If distribution server 10 distributes encrypted content data Dc(i) on a 
cellular phone network, a cellular phone has user ID data User-IDh of 
"09000000001" recorded therein and memory card 110 also holds therein 
user ID data User-IDm holding a value of "09000000001" for the sake of 
10 illustration, and reproduction information Read(i) corresponding to content 
data Dc(i) also includes user ID data User-ID(i) of "09000000001" for the 
sake of illustration. 

Reproduction information Read(i) is stored in memory card 1 10 at 
memory 1412 in the form of data encrypted with encrsrption key KPmc(l), 
15 i.e., [Read(i)]Kmc(l) for the sake of illustration. 

Furthermore in memory card 110 memory 1412 holds encrsrpted 
content data [Dc(i)]Kc(i). 

Fig. 16 shows a concept provided when two memory cards 110 and 
112 are allowed to transfer reproduction information therebetween. 
20 In Fig. 16, the source cellular phone 110 has memory card 110 

attached thereto having user ID data User-IDm identical to user ID data 
User-IDh of cellular phone 100. 

In this scenario, from memory card 110 to memory card 112 not only 
encrypted content data but also encrypted reproduction information Read(i) 
25 are allowed to be transferred and encrypted content data [Dc(i)]Kc(i) can 
also be reproduced by cellular phone 102. As has been described in the 
first embodiment, in memory card 1 10 at license information memory unit 
1500 reproduction information is erased as both of encrypted content data 
and reproduction information are transferred to memory card 112. 
30 Fig. 17 shows a concept provided when memory card 110 is 

disallowed to transfer reproduction information to memory card 112. 

In source cellular phone 100, user ID data User-IDm of memory card 
110 and ID data User-IDh of cellular phone 100 fail to match. 
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As such in memory card 110 controller 1420 disallows reproduction 
information Read(i) in memory card 110 at memory 1412 to be transferred 
to memory card 112. 

Thus, any unauthorized user without permission can be prohibited 
5 from transferring content data to another memory card. 

The reproduction information may include a content key (a key to 
decrs^ting encrypted content data) alone or it may be a combination of a 
content key and license information data. 

It should be noted, however, that if the reproduction information is a 
10 content key and user ID data or it is a combination of a content decryption 
key, Hcense information data and user ID data, a process can be effected, as 
described below: 

More specifically in the above description the match/mismatch of 
user ID data of a cellular phone and that of a memory card is based on to 
15 prohibit transfer or erasure of license information corresponding to content 
data. 

As has been described above, if as reproduction information Read(i), 
that is, for each content data, user ID data User-ID(i) is stored in license 
information memory unit 1500 and memory 1412, then the value of user ID 
20 data User-ID(i) and that of user ID data User-IDm of a memory card and 
that of user ID data User-IDh of a cellular phone can be based on to 
determine for each content data whether reproduction information is 
allowed to be transferred, and processes it. 

More specifically, user ID data User-ID(i) included in reproduction 
25 information recorded in a memory card, and user ID data User-IDm of the 
memory card and user ID data User-IDh stored in a cellular phone can 
have a relationship therebetween with which is controlled prohibiting 
transfer or erasure of Hcense information of content data. 

Fig. 18 shows a concept provided when reproduction information is 
30 transferred, as controlled for each content data. 

Note that as has been described in the first embodiment with 
reference to Fig. 10, if user ID data User-IDh of a cellular phone and user 
ID data User-IDm of a memory card are identical to user ID data User-ID(i) 
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in user information data corresponding to content data Dc(i), rewriting user 
ID data User-ID(i) can cancel a restriction imposed on the user ID. 
Furthermore, if ID data User-ID(i) in user information data corresponding 
to content data Dc(i) is not stored, restriction on user ID is not effective for 
5 the sake of illustration. 

In the above-described configuration after reproduction information 
is transferred from memory card 110 to memory card 112 there would for 
example be five cases, as described below: 

Initially, also in Fig. 18, as weU as Fig. 15, reproduction information 
10 Read(i) for ith content data Dc(i) is a combination of content decryption key 
Kc(i), hcense ID data License-ID(i) and user ID data User-ID(i) indicating a 
user when content data distributed is received. 

Furthermore, cellular phone 100 has user ID data User-IDh of 
"09000000001" recorded therein and memory card 110 also holds therein 
15 user ID data User-IDm having a value of "09000000001" for the sake of 
illustration. Cellular phone 102 has user ID data User-IDh of 
"09000000002" recorded therein and memory card 112 also holds therein 
user ID data User-IDm having a value of "09000000002" for the sake of 
illustration. 

20 Furthermore, reproduction information Read(i) is stored in memory 

card 110 at memory 1412 in the form of data encrypted with encryption key 
KPmc(l), i.e., [Read(i)]Kmc(l). 

With reference to Fig. 18, initially for a first case, for memory card 
110 user ID data User-ID(i) in reproduction information Read(i) 

25 corresponding to content data Dc(i) also has a value of "09000000001". In 
this scenario, the memory card 110 user ID data User-IDm and the cellular 
phone 100 user ID data User-IDh match and user ID data User-ID(i) 
corresponding to content data Kc(i) is also identical to them. Thus, 
reproduction information is allowed to be transferred, and even after it is 

30 transferred to memory card 112, reproduction information Read(j) includes 
user ID data User-ID (i) therein still having the value of "09000000001". 

In a second case, transfer is effected as described in the first case and 
then in cellular phone 102 user ID data User-ID(j) in reproduction 
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information Read(j) is set to have a value of "09000000002". 

In a third case, transfer is effected as described in the first case and 
then in cellular phone 102 user ID data User-ID(j) in reproduction 
information Read(j) is erased. 

In a fourth case, user ID data User-ID(i) in reproduction information 
Read(i) is originally not recorded. In this case, the reproduction 
information is allowed to be transferred without restriction imposed by user 
ID data User-ID(i), 

A fifth case corresponds to the fourth case with a user of cellular 
phone 102 setting user ID data User-ID(j) in reproduction iirformation 
Read(j) to be "09000000002". 

Thus in any of the first to fifth cases in memory card 110 license 
information memory unit 1500 has reproduction information erased 
therefrom as encrj^^ted content data and reproduction information are both 
transferred to memory card 112. 

In contrast, Fig. 19 shows a concept indicating when license 
information transfer is prohibited if reproduction information transfer is 
controlled for each content data. 

In the source cellular phone 100, while ID data User-IDm of memory 
card 110 and user ID data User-IDh of cellular phone 100 match, user ID 
data User-IDh of cellular phone 100 and user ID data User-ID(i) in 
reproduction information Read(i) fail to match, and reproduction 
information transfer is thus prohibited. 

Thus, if a memory card serving as a recording medium detachably 
attachable to a cellular phone has recorded therein encrypted content data 
and information provided to decrypt and reproduce the data any 
unauthorized user without permission cannot for example transfer the data. 

Note that user ID data of a cellular phone can be a telephone number 
of the cellular phone or a nickname, a personal identification number and a 
combination thereof determined by the user. 

The reproduction information may include a content key (a key 
decrypting encrypted content data) alone or it may be a combination of a 
content key and Hcense ID information (information of a right related to 
reproduction). 
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Alternatively, it may be a content key and user ID data or it may be a 
combination of a content key, license information data and user ID data. 
Furthermore, any data may be added if there exist information related to 
reproduction. 

5 Furthermore, also in the second embodiment, as has been described 

in the first embodiment with reference to Fig. 10, not only can user ID data 
User-IDm in a memory card but also protection information be changed. 

In doing so if as has been described in the first embodiment a 
memory card does not have user ID data User-IDm registered therein user 

10 ID data User-IDm and protection information can be changed and 

encrypted content data can be reproduced in an operation without the 
memory card's user ID data User-IDm restricting the operation. 

Note that in each embodiment described above, non-encrypted data 
accompanying content data, e.g., the title, singer/player, composer, lyricist 

15 and other copyright information of music data (content data), information 
for accessing music server 30, and other similar information can also be 
distributed as additional information Di together with encrypted content 
data. Additional data Di in distribution, transfer and replication is 
processed together with content data and in reproduction it is separated 

20 and accessible individually apart from music data, recorded in the same 
memory 1412 as encr5rpted content data. 

Note that while in the above description the present invention has 
been described as a memory card the present invention is not Hmited 
thereto and more generally it is appUcable to a reproduction device 

25 reproducing and outputting encrypted content data delivered, e.g., a device 
detachably attachable to a cellular phone and having a function 
communicating key data and the hke required for distributing encrypted 
content data, and receiving and recording encrypted content data thereto. 
Furthermore while in the present invention as described above a 

30 user obtains music data or other similar content data through a route on a 
cellular phone network or other similar information communication 
networks distributing the data, the present invention is also applicable for 
example to a recording device recording therein information sold via a 
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content data vending machine installed on the street with a large number 
of content data stored therein. 

Although the present invention has been described and illustrated in 
detail, it is clearly understood that the same is by way of illustration and 
5 example only and is not to be taken by way of limitation, the spirit and 
scope of the present invention being limited only by the terms of the 
appended claims. 
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CLAIMS 



1, A recording device detachably attachable to a reproduction 
apparatus reproducing and outputting encrypted content data, for receiving 
and recording said encr3npted content data therein, comprising: 

a data input/output unit (1202) allowing external data 
communication; 

a first storage unit (1412) receiving said encrypted content data from 
said data input/output unit for storage; 

a user information hold unit (1530) holding first user ID data 
provided to identify a user of said recording device; 

a protection information memory unit holding protection information 
updatable in response to a result of comparing externally provided user 
information with said first user ID data, as externally instructed; and 

a control unit (1420) controlling an operation of said recording device, 
said control unit referring to said protection information to restrict external 
access to said encrypted content data held in said first storage unit. 

2. The device of claim 1, wherein said control unit allows said user 
ID data to be changed when externally provided user information and said 
first user ID data match. 

3. The device of claim 2, wherein said control unit allows said 
protection information and said user ID data to be changed when said user 
information hold unit does not have said first user ID data registered 
therein, 

4, The device of claim 1, wherein: 

said protection information memory unit includes a fixst protection 
information memory unit (1520) holding fixst protection information 
included in s£iid protection information for restriction on access to said 
recording device itself; and 

said control unit is driven by said first protection information to 
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prohibit additionally recording new encrypted content data in said first 
storage unit. 

5, The device of claim 1, wherein: 

5 said protection information memory unit includes a first protection 

information memory unit holding first protection information included in 
said protection information for restriction on access to said recording device 
itself; and 

said control unit is driven by said first protection information to 
10 prohibit erasing new encrypted content data in said first storage unit. 

6, The device of clsdm 5, wherein: 

said protection information memory unit further includes a second 
protection information memory unit (1540) holding second protection 
15 information included in said protection information for restriction on access 
for each said encrypted content data; and 

said control unit is driven by said fixst and second protection 
information to prohibit erasing encrj^ted content data held in said first 
storage unit and corresponding to said second protection information. 

20 

7, The device of claim 1, wherein: 

said protection information memory unit further includes a second 
protection information memory unit holding second protection information 
included in said protection information for restriction on access for each 
25 said encrypted content data; and 

said control unit is driven by said second protection information to 
prohibit erasing encrypted content data held in said fixst storage unit and 
corresponding to said second protection information. 

30 8. The device of claim 6, wherein when an external instruction is 

received to effect an operation to reproduce said encrypted content data, 
said control unit controls said first storage unit and is driven by said second 
protection information to prohibit providing said data input/output unit 
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with encrypted content data held in said first storage unit. 

9. The device of claim 8, wherein when externally provided user 
information and said first user ID data match said control unit controls 

5 said first storage unit and is driven by said second protection information 
to prohibit providing said data input/output unit with encrypted content 
data held in said first storage unit. _ 

10. The device of claim 8, wherein when said user information hold 
10 unit does not have said first user ID data registered therein said control 

unit controls said first storage unit and is driven by said second protection 
information to prohibit providing said data input/output unit with 
encrypted content data held in said first storage unit. 

15 11. (Amended) The device of claim 6, wherein when externally 

provided user information and said first user ID data match said control 
unit permits rewriting at least one of said first and second protection 
information. 

20 12. (Amended) The device of claim 6, wherein when said user 

information hold unit does not have said first user ID data registered 
therein said control unit permits rewriting at least one of said fixst and 
second protection information. 

25 13. The device of claim 1, further comprising a second storage unit 

(1500) holding license information data corresponding to said encrypted 
content data, respectively, and required for reproducing said encrypted 
content data, wherein when an external instruction is received to transfer 
said encrypted content data held in said first storage unit, said control unit 

30 is driven by a result of comparing second user ID data externally provided 
for said reproduction apparatus with said first user ID data held in said 
user information hold unit, to control said second storage unit to provide 
said license information data to said data input/output unit. 
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14. The device of claim 1, further comprising a second storage unit 
holding Hcense information data corresponding to said encrypted content 
data, respectively, and required for reproducing said encrypted content 
data, said license information each including content user ID data 

5 corresponding for each said encrj^ted content data, wherein an external 
instruction is received to transfer said encrypted content data held in said 
first storage unit, said control unit is driven by a result of comparing 
second user ID data externally provided for said reproduction apparatus, 
said first user ID data held in said user information hold unit and said 
10 content user ID data with each other, to control said second storage unit to 
provide said data input/output unit with said hcense information data for 
each said encrypted content data. 

15. The device of claim 14, wherein said control unit is driven by a 
15 result of comparing second user ID data externally provided for said 

reproduction apparatus with said first user ID data held in said user 
information hold unit, to permit changing said content user ID data. 

16. The device of claim 14, wherein said content user ID data is 
20 said first user ID data held in said user information hold unit when said 

encrypted content data corresponding thereto is distributed. 

17. The device of claim 16, wherein said control unit is driven by a 
result of comparing second user ID data externally provided for said 

25 reproduction apparatus with said first user ID data held in said user 
information hold unit, to permit changing said content user ID data. 

18. The device of claim 1, wherein: 

said fijrst storage unit is semiconductor memory; and 
30 said recording device is a memory card. 
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ABSTRACT 



A memory card (110) includes a user ID hold unit (1530) holding 
user ID data provided to identify the user of the memory card, a first 
protection information memory unit (1520) holding first protection 
information restricting access to memory card (110), and a second 
protection information memory unit (1540) holding second protection 
information restricting access for each content data. Memory card (110) 
refers to the user ID data to identify the user of the reproduction apparatus 
of interest and prohibits any unauthorized user firom changing first and 
second protection information. 
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a filing date before that of the application for which priority is claimed. 

^ Priority Claimed 

X Yes No 



(List prior 
foreign 
applications. 
See note A) 



11-243741 Pat. 


Japan ^ 


30 /August/ 1999 ^ 


(Number) 


(Country) 


(Day/Month/Year Filed) 


(Number) 


(Country) 


(Day/MonthA^ear Filed) 


(Number) 


(Country) 


(Day/Month/Year Filed) 


(Number) (Country) 
See attached list for additional prior foreign applications 


(Day/MonthATear Filed) 



Yes 



Yes 



Yes 



No 



No 



No 



I hereby claim the benefit under Tide 35, United States Code, § 120 of any United States application(s) listed below and, insofar as 
the subject matter of each of the claims of this application is not disclosed in the prior United States application in the manner 
provided by the fu-st paragraph of Title 35, United States Code, § 1 12, 1 acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37, Code of Federal Regulations, § 1 .56 which became available between the filing date 
of the prior application and the nationl or PCT international filing date of this application. 

Status 



(List prior U.S. 
Applications) 



(Application Serial No.) 


(Filing Date) 


(Application Serial No.) 


(Filing Date) 


(Application Serial No.) 


(Filing Date) 


(Application Serial No.) 


(Filing Date) 



Patented Pending Abandoned 

Patented Pending Abandoned 

Patented Pending Abandoned 

■ Patented Pending Abandoned 



III G o-i^'^y .% 

I hereby appoint the following attomey(s) and/or agent{s) to prpsecute this application and to transact all business in the Patent 
and Trademark Office connected therewith: 




Please direct all communications to the following address: 



LP 



23850 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, xrnder Title 18 of the United States Code, § 1001 and that such 
willful false statements my jeopardize the validity of the application or any patent issued thereon. 



7^ 



,See note C) Full name of sole or first inventor (given name, family name) 

Inventor^s Signature. l^O^l/Act 

. £ _ , ^ 



^4asavuki HATANAKA 



Residence Kawasaki-shi, Kanagawa, Japai 
Post Office Address 



Date iVtay 17, 2002 



itTzenship Japanese ^ 



c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chane, 
Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



^ ^ ^yC^ name of second inventor (given name, fami ly name) Jun KAMADA 

Inventor's Signature Date May 17, 2002 

Residence jCav^Lsak i -^bi . Kanagawa, Japan Citizenship Japanese ^ 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 

^ --^X^ name of third inventor (given name, family name) Takahisa HATAKEY7\MA 

Inventor's Signature ^S^^/^^Wu^SrA . Date May 17. 2002 

Residence Kawasaki-shi, Kanagawa, Japan^jtizenship Japanese ^ 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 

^^^^X^nW name of fourth inventor (given name, family name) Takayuki HASEBE 

Inventor's Signature ^j^p^JfU? tf?ULc/v^ ^^^^^ Date May 17, 2002 

Residence Kawasa ki-shi , Kanagawa , Japan Citizenship Japanese ^ 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 

name of fifth inventor (given name, family name) Seia ou KQTANI 



Inventor's Signature A^A ^ Date ^ay 17, 2002 

Residence KanaaakjLratu > Kanagawa, Japan Citizenship Japanese 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 

Full name of sixth inventor (given name, family name) Tadaaki TQNEGAWA 

Inventor's Signature 



Residence Kodaira-shi, Tokyo, Japan Citizenship Japanese 



Post Office Address c/o.. Semiconductor & Integrated Circuits, HITACHI, LTD. , 

20-1, Josuihoncho 5-chome, Kodaira-shi, Tokyo 187-8588 Japan 



I hereby appoint the following attomey(s) and/or agent(s) to prosecute this application and to transact all business in the Patent 
and Trademark Office connected therewith: 




Please direct all communications to the following address: 




I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under Title 18 of the United States Code, § 1001 and that such 
willful false statements my jeopardize the validity of the application or any patent issued thereon. 



(See note C) Full name of sole or first inventor (given name, family name) Masayuki HATANAKA 



Date 



Inventor's Signature 

Residence Kawasaki-shi , Kanagawa , Japan 

Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Citizenship Japanese 



Full name of second inventor (given name, family name) Jim KAMADA 

Inventor's Signature Date 

Residence Kawasaki - shi , Kanagawa, Japan Citizenship Japanese 

Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-slii, Kanagawa 211-8588 Japan 



Full name of third inventor (given name, family name) Takahisa HATAKEYAMA 

Inventor's Signature — ^^^^ 

Residence Kawasaki-shi , Kanagawa , Japan Citizenship Japanese 

Post Office Address c/o FUJITSU LIMITED, J--!. Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Full name of fourth inventor (given name, family name) Takayuki HASEBE 
Inventor's Signature Date 



Residence Kawasaki-shi, Kanagawa, Japan Citizenship Japanese 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chame, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Full name of fifth inventor (given name, family name) Seigou KQTANI 



Inventor's Signature ~ DatQ 

Residence Kawasaki-shi, Kanagawa, Japan Citizenship Japanese 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kariagawa 211-8588 Japan 

Full name of sixth inventor (given name, family name) Xadaak -i TOMKHAWA 

Inventor's Signature y^'^'^^ ^^"^^^ 

Residence Kodaifa-shi, Tokyo, Japan ''^^"^^^^ itizenship Japanese ^ 



Post Office Address c/o Semiconductor & Integrated Circuits, HITACHI, LTD, , 

20-1, Josuihoncho 5-chome, Kodaira-shi, Tokyo 187-8588 Japan 



^^t^ Full name of seventh inventor (given name^mily name) TaJ^a ^^ ANA7.AWA 



Inventor's Signature :^^S:^^^ ^%<;;;7^ Date May 1 , 2002 

Residence ^4inato-ku, Tokyo, Japan ^HP>^ Citizenship Japanese 



Post Office Address c/o NIPPON ODLUMBIA CO., LTD., 14-14, Akasaka 4-chGme, 
Minato-ku, Tokyo 107-8011 Japan 

Full name of eighth inventor (given name, family name) Toshiaki HIOKI 



Inventor's Signature Date 

Residence ng;=^kT -fih i ^ nifn. Japan Citizenship Japanese 



Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chGme, 
lyioriguchi-shi, Osaka 570-8677 Japan 

Full name of ninth inventor (given name, family name) Mi\A?a KANAMQRI 



Inventor's Signature Date 

Residence ng;=iki -^ahi . Gifu. Jap an Citizenship Japanese 



Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chome, 
^4origuchi-shi, Osaka 570-8677 Japan 

Full name of tenth inventor (given name, family name) Yoshihi^Q HQRI 



Inventor's Signature ^ Date 

Residence Gifu-shi, Gifu, Japan Citizenship Japanese 



Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chome, 
Moriguchi-shi , Osaka 570-8677 Japan 



Full name of eleventh inventor (given name, family name) „ 

Inventor*s Signature . Date 

Residence Citizenship 

Post Office Address 



Full name of twelfth inventor (given name, family name) _ 

Inventor's Signature — Date 

Residence Citizenship 

Post Office Address 



Full name of thirteenth inventor (given name, family name) 

Inventor's Signature Date 

Residence Citizenship 

Post Office Address 



Full name of seventh inventor (given name, family name) Takeaki ANAZAWA 



Inventor*s Signature Date 

Residence Minato-ku, Tokyo, Japan Citizenship Japanese 



Post Office Address c/o NIPPON OOLIMBIA CO., LTD., 14-14, Akasaka 4-chome, 
Minato-ku, Tokyo 107-8011 Japan 

g - ^ O Full name of eighth inventor (given name, family name) Tosliiaki H IQKI 



Inventor's Signature ■^^^yjA^U^ Date /^r , ^/^o^^ 

Residence rk^ak-i -Rhi „ Glfu^ Japan '^^^i^^ Citizenship Japanese 



Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chQme, 
Moriguchi-shi, Osaka 570-8677 Japan 

--^?t>Full name of ninth inventor (given name, family name) Miw a KANAMORJL 



Inventor's Signature fiAys^/X. Date /^f^ ^ ^ ^ ^ 

Residence ogr^ki -^^^j^ Glf ii . Japan ShP>v Citizenship Japanese 



Post Office Address SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chome, 

Moriguchi-shi, Osaka 570-8677 Japan 



/C> -^CTO^^ name of tenth inventor (given name, family name) Yg ,^hihiro HORI 



Inventor's Signature yL^l^^^£^i4^ X^^/W^' Date 3-gr;y^ 

Residence Gifu-shi, . Gifu, Japan 3h^^!><.. Citizenship Japanese ^ 



Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chome, 
Moriguchi-shi, Osaka 510-Bbll Japan 



Full name of eleventh inventor (given name, family name) 

Inventor's Signature Date 

Residence Citizenship 

Post Office Address 



Full name of twelfth inventor (given name, family name) . 

Inventor's Signature . Date 

Residence Citizenship 

Post Office Address 



Full name of thirteenth inventor (given name, family name) 

Inventor's Signature Date 

Residence Citizenship 

Post Office Address 



Docket No. P806-(698 -A020233 Armstrong, Westerman & Hattoii, LLP 

Declaration for U.S. Patent Application 



As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name. 

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if plural 
names are listed below) of the subject matter which is claimed and for which a patent is sought on the invention entitled 

Recording Device 



the specification of which is attached hereto unless the following is checked 

August 29 , ^ 
^ was filed on 2000 ^ as PCX International Application Number PCX / JPOO/0583 3and was amended on 

August 24, 2001 (if applicable). 



February 27, 
^ was filed on 2002 



February 27, 2002^ ^^ applicable). 



as United States Application Number 10/069,113 ^ and was amended on 



I hereby state that I have reviewed and understand the contents of the above-identified specification, including the claim(s), as 
amended by any amendment referred to above. 

I acknowledge the duty to disclose information which is material to patentability as defined in Title 37, Code of Federal 
Regulations, § 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, § 1 19 (a) - (d) of any foreign application(s) for patent or 
inventor's certificate listed below and have also identified below any foreign application for patent or inventor's certificate having 
a filing date before that of the application for which priority is claimed. 



Priority Claimed 



(List prior 
foreign 
applications. 
See note A) 



11-243741 Pat. ^ 


Japan 


30/August/1999 ^ 


X Yes 


No 


(Number) 


(Coimtry) 


(Day/Month/Year FUed) 


Yes 


No 


(Number) 


(Country) 


(Day/MonthATear Filed) 


Yes 


No 


(Number) 


(Country) 


(Day/Month/Year Filed) 


Yes 


No 


(Number) 


(Country) 


(Day/MonthAfear Filed) 







(See note B) See attached list for additional prior foreign applications 

I hereby claim the benefit under Tide 35, United States Code, § 120 of any United States application(s) listed below and, insofar as 
the subject matter of each of the claims of this application is not disclosed in the prior United States application in the manner 
provided by the first paragraph of Title 35, United States Code, § 1 12, 1 acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37, Code of Federal Regulations, § 1.56 which became available between the filing date 
of the prior application and the nationl or PCT international filing date of this application. 



(List prior U.S. 
Applications) 



Patented 



(Application Serial No.) 


(Filing Date) 


Patented 


(Application Serial No.) 


(Filing Date) 


Patented 


(Application Serial No.) 


(Filing Date) 


Patented 


(Application Serial No.) 


(Filing Date) 





Status 
Pending 

Pending 

Pending 

Pending 



Abandoned 
Abandoned 
Abandoned 
Abandoned 



I herefcy appoint the following attomey(s) and/or agent(s) to prosecute this application and to transact all business in the Patent 
and Trademark Office connected therewith: 



Please direct all communications to the following address: 




I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fme or imprisonment, or both, under Title 18 of the United States Code, § 1001 and that such 
willful false statements my jeopardize the validity of the application or any patent issued thereon, 

(See note C) Full name of sole or first inventor (given name, family name) Masayuki HATANAKA 

Inventor's Signature — — — Date 



Residence Kawasaki- shi , Kanagawa, Japan citizenship Japanese 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 

Full name of second inventor (given name, family name) Jun KAMADA 



Inventor's Signature — T>atG 

Residence Kawasaki-shi, Kanagawa, Japan Citizenship Japanese 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 

Full name of third inventor (given name, family name) Takahisa HATAKEYAMA 
Inventor's Signature — ^^^^ _ 



Residence Kawasaki-shi , Kanagawa, Japan Citizenship Japanese 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikocaanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Full name of fourth inventor (given name, family name) Takayuki HASEBE 



Inventor's Signature ^^^^ 

Residence Kawasaki-shi, Kanagawa, Japan Citizenship Japanese 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Full name of fifth inventor (given name, family name) Seigou KQTANI 



Date 



Inventor's Signature 

Residence Kawasaki-shi, Kanagawa, Japan Citizenship Japanese 



Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Full name of sixth inventor (given name, family name) Tadaaki TQNEGAWA 



Inventor's Signature — — 

Residence Kodaira-shi, Tokyo, Japan Citizenship Japanese 



Post Office Address c/o Semiconductor & Integrated Circuits, HITACHI, LTD. , 

20-1, Josuihoncho 5-chome, Kodaira-shi, Tokyo 187-8588 Japan 



Full name of seventh inventor (given name, family name) Takea ki ANAZAWA 



Inventor's Signature Date 

Residence Minato-ku, Tokyo, Japan Citizenship Japanese 



Post Office Address c/o NIPPON COLUMBIA CO., LTD., 14-14, Akasaka 4-chome, 
^4inato-ku, Tokyo 107-8011 Japan 



Full name of eighth inventor (given name, family name) Toshiaki HIOKI 

Inventor's Signature Date 

Residence Ogaki-shi, GifUr Japan Citizenship Japanese 

Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chome, 
Moriguchi-shi, Osaka 570-8677 Japan 



Full name of ninth inventor (given name, family name)\ ^ Miv?a KANAMORI 

Inventor's Signature - Date 

Residence fVpik-i -Rbi ^ Gifu. Japan Citizenship Japanese 

Post Office Address SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chGme, 

^4origuchi-shi, Osaka 570-8677 Japan 



Full name of tenth inventor (given name, family name) Yoghihiro HQRl 



Inventor's Signature Date 

Residence Gifu-shi, Gifu, Japan Citizenship Japanese 



Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chGme, 
Moriguchi-shi, Osaka 570-8677 Ja^^n 



Full name of eleventli inventor (given name, family name) 

Inventor's Signature Date 

Residence - Citizenship 

Post Office Address 



Full name of twelfth inventor (given name, family name) 

Inventor's Signature _^ Date 

Residence Citizenship 

Post Office Address 



Full name of thirteenth inventor (given name, family name) . 

Inventor's Signature _ ~ Date 

Residence Citizenship 

Post Office Address 



Docket No. P806-698 -A020233 Armstrong, Westerman & Hattoii, LLP 

Declaration for U.S. Patent Application 

As a below named inventor, 1 hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name. 

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if plural 
names are listed below) of the subject matter which is claimed and for which a patent is sought on the invention entitled 

Recording Device 



the specification of which is attached hereto imless the following is checked 
August 29, 

^ was filed on 2000 ^ as PCT International Application Number PCT/JP00/0583 3and was amended on 
Aucfust 24, 2001 (if applicable). 



February 27, 
^ was filed on 2002 



February 27, 2002 (if applicable). 



as United States Application Number 10/069, 113^ and was amended on 



I hereby stale that I have reviewed and understand the contents of the above-identified specification, including the claim(s), as 
amended by any amendment referred to above. 

1 acknowledge the duty to disclose information which is material to patentability as defined in Title 37, Code of Federal 
Regulations, § 1 .56. 

Thereby claim foreign priority benefits imder Title 35, United States Code, § 1 19 (a) - (d) of any foreign application(s) for patent or 
inventor's certificate listed below and have also identified below any foreign application for patent or inventor's certificate having 
a filing date before that of the application for which priority is claimed. 



Priority Claimed 



(List prior 
foreign 
applications. 
See note A) 



11-243741 Pattr 


Japan _ 


30 /August/ 1999 r 


X Yes 


No 


(Number) 


(Country) 


(Day/Month/Year Filed) 


Yes 


No 


(Number) 


(Country) 


(Day/MonthAf ear Filed) 


Yes 


No 


(Number) 


(Country) 


(Day/Month/Year Filed) 


Yes 


No 


(Number) 


(Country) 


(Day/MonthAJ'ear Filed) 







(See note B) 



See attached list for additional prior foreign applications 



I hereby claim the benefit under Title 35, United States Code, § 120 of any United States application(s) listed below and, insofar as 
the subject matter of each of the claims of this application is not disclosed in the prior United States application in the manner 
provided by the first paragraph of Title 35, United States Code, § 1 12, 1 acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37, Code of Federal Regulations, § 1.56 which became available between the filing date 
of the prior application and the nationl or PCT international filing date of this application. 

Status 



(List prior U.S. 
Applications) 



(Application Serial No.) 


(Filing Date) 


Patented 


(Application Serial No.) 


(Filing Date) 


Patented 


(Application Serial No.) 


(Filing Date) 


Patented 


(Application Serial No.) 


(Filing Date) 





Patented Pending Abandoned 

Patented Pending Abandoned 

Patented Pending Abandoned 

Patented Pending Abandoned 



Full name of seventh inventor (given name, family name) Takeaki ANAZAWA 



Inventor's Signatm-e Date 

Residence Minato-ku, Tokyo, Japan Citizenship Japanese 



Post Office Address c/o NIPPON ODLOVBIA CO., LTD., 14-14, Akasaka 4-chGme, 
Minato-ku, Tokyo 107-8011 Japan 

Full name of eighth inventor (given name, family name) Toshiaki HIOKI 



Inventor's Signature . Date 

Residence ncp=iki -ahl, Gifiip Japan Citizenship Japanese 



Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chome, 
Moriguchi-shi, Osaka . 570-8677 Japan 



Full name of nintli inventor (given name, family name) Miv?a KANAMORI 



Inventor's Signature Date 

Residence ngaki-iqbi, Gi-Pn. Japan Citizenship Japanese 



Post Office Address c/o SANYO ELECTRIC CO., LTD., 5-5, Keihanhondori 2-chome, 
Moriguchi-shi, Osaka 570-8677 Japan 

Full name of tenth inventor (given name, family name) Yoshihirp HORI _ 



Inventor*s Signature Date 

Residence Gifu-shi, Gifu, Japan Citizenship Japanese 



Post Office Address c/o SANYO ELECTRIC CO., LTD,, 5-5, Keihanhondori 2-chome, 
Moriguchi-shi, Osaka 570-8677 Japan 



Full name of eleventh inventor (given name, family name) 

Inventor's Signature E)ate 

Residence Citizenship 

Post Office Address 



Full name of twelfth inventor (given name, family name) _ 

Inventor's Signature ^ . J^ate 

Residence Citizenship 

Post Office Address 



Full name of thirteenth inventor (given name, family name) 

Inventor's Signature , — 

Residence Citizenship 

Post Office Address 



Docket No. P806-698 -A020233 Armstrong, Westerman & Hattori, LLP 

Declaration for U.S. Patent Application 



As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name. 

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if plural 
names are listed below) of the subject matter which is claimed and for which a patent is sought on the invention entitled 

Recording Device 



the specification of which is attached hereto unless the following is checked 

August 29, ^ 
^ was filed on 2000 ^ as PCT International Application Number PCT/JPQ0/0583 3and was amended on 

" August 24, 2001 (if applicable). 



February 27, 
13 was filed on 2002 



February 27, 2002 (if applicable). 



as United States Application Number 10/069, 113L/^ and was amended on 



I hereby state that I have reviewed and understand the contents of the above-identified specification, including the claim(s), as 
amended by any amendment referred to above. 

I acknowledge the duty to disclose information which is material to patentability as defined in Title 37, Code of Federal 
Regulations, § 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, § 1 19 (a) - (d) of any foreign application(s) for patent or 
inventor's certificate listed below and have also identified below any foreign application for patent or inventor's certificate having 
a filing date before that of the application for which priority is claimed. 



(List prior 
foreign 
applications. 
See note A) 



11-243741 Pat. 
(Number) 



(Number) 



Japan 



(Coimtry) 



(Country) 



(Number) 



(Country) 



(Number) 



(Country) 



30 /August/ 1999 ^ 
(Day/MonthA^ear Filed) 



(Day/MonthA^ear Filed) 



(Day/Month/Year Filed) 



(Day/MonthATear Filed) 



Priority Claimed 
X Yes No 



Yes 
Yes 
Yes 



No 
No 
No 



(See note B) See attached list for additional prior foreign applications 

I hereby claim the benefit under Tide 35, United States Code, § 120 of any United States application(s) listed below and, insofar as 
the subject matter of each of the claims of this application is not disclosed in the prior United States application in the manner 
provided by the fu-st paragraph of Title 35, United States Code, § 1 12, 1 acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37, Code of Federal Regulations, § 1 .56 which became available between the filing date 
of the prior application and the nation! or PCT international filing date of this application. 

Status 



(List prior U.S. 
Applications) 



Patented 



(Application Serial No.) 


(Filing Date) 


I*atented 


(Application Serial No.) 


(Filing Date) 


Patented 


(Application Serial No.) 


(Filing Date) 


Patented 


(Application Serial No.) 


(Filing Date) 





Pending 
Pending 
Pending 
Pending 



Abandoned 
Abandoned 
Abandoned 
Abandoned 



I hereby appoint the following attomey(s) and/or agent(s) to prosecute this application and to transact all business in the Patent 
and Trademark Office connected therewith: 




Please direct all communications to the following address: 




I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under Title 18 of the United States Code, § 1001 and that such 
willful false statements my jeopardize the validity of the application or any patent issued thereon. 



(See note C) Full name of sole or first inventor (given name, family name) Masayuki HATANAKA 

Inventor's Signature — l^^tc 

Residence Kawasaki-shi , Kanagawa, Japan citizenship Japanese 

Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi , Kanagawa 211-8588 Japan 



Full name of second inventor (given name, family name) Jun KA^4ADA 

Inventor's Signature T>qXq 

Residence Kav\;asaki-shi, Kanaqawa, Japan Citizenship Japanese 

Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Full name of third inventor (given name, family name) Takahisa HATAKEYAMA 

Inventor's Signature ^ — — 

Residence Kawasaki-shi, Kanaqawa, Japan Citizenship Japanese 

Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Full name of fourth inventor (given name, family name) Takayuki HASEBE 

Inventor's Signature — 

Residence Kawasaki-shi, Kanagawa, Japan Citizenship Japanese 

Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chGme, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 

Full name of fifth inventor (given name, family name) Seigou KQTANI 

Inventor's Signature ■ 

Residence Kawasaki-shi, Kanagawa, Japan Citizenship Japanese 

Post Office Address c/o FUJITSU LIMITED, 1-1, Kamikodanaka 4-chome, 

Nakahara-ku, Kawasaki-shi, Kanagawa 211-8588 Japan 



Full name of sixth inventor (given name, family name) Tadaaki TQNEGAWA 

Inventor's Signature ^^^^ 

Residence Kodaira-shi, Tokyo, Jamn Citizenship — Japanese 

Post Office Address c/o Semiconductor & Integrated Circuits, HITACHI, LTD. , 

20-1, Josuihoncho 5-chome, Kodaira-shi, Tokyo 187-8588 Japan 



